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The soft terminal.
extending service

Intelligence from the
network to the terminal

> The soft terminal is a powerful concept that enables users to ac-
cess advanced network services in a user-friendly way.

Introduction: Migration of
Service Intelligence to the
Edge of the Network

Even before the arrival of the
Internet as we know it today, the
move to push intelligence to the
boundaries of the network, up to
the level of the terminal, had al-
ready started. Telephone sets, for
example, were enhanced by adding
memory to store frequently dialed
numbers and to support features
such as last number redial. Later,
new functions were added, such as
an integrated answering machine
or fax, and most recently even a
web browser, e-mail clients, etc.
However, this evolution does not
necessarily imply that all intelli-
gence is removed from the network.
On the contrary, many new fea-
tures can only be realized through
a combination of intelligence in the
terminal and network.

To take a simple example, Call-
ing Line Identification Presentation
requires that the network trans-
ports the calling number identifica-
tion in signaling messages, while
the terminal needs to be equipped
with some logic and a small screen
to interpret the information and
display it to the user. In other
words, the trend is not to “move in-
telligence out of the network to the
terminal”, but rather to “extend in-
telligence from the network to the
terminal”. End users are not inter-
ested in running applications on
their terminals, but want to use

services. Hence they are not inter-
ested in the logic running on the
terminal, but rather in the service
offered by the combination of logic
in the terminal and the network.

A similar trend can be witnessed
in the IT world. Not too long ago,
system developers were typically
working in corporate networks cen-
tered around a large mainframe
computer, with relatively dumb
user terminals. With the advent of
the PC, this architecture changed
dramatically, and today most proc-
essing is done locally on PCs. Nev-
ertheless, although PCs were
originally designed to operate in a
standalone mode, today most of
them are connected to a network in
which intelligence is distributed
between the PCs (clients) and vari-
ous servers. Note that also in this
case intelligence has not been re-
moved entirely from the network:
many functions still reside on the
network servers. Examples are se-
curity servers (firewalls, admission
control, etc), fileservers, version
management of application soft-
ware on the clients (e.g. automatic
and remotely controlled upgrading
of applications such as browsers,
virus scanners, etc), and so on. The
key to this evolution is “zero ad-
ministration”: using the power
(processing, storage, etc) of the cli-
ents, under the control of the net-
work operator, to minimize
configuration and administration
costs.

The Internet, in its turn, is ex-
hibiting similar trends, but on a

larger scale. Equipment and proto-
cols used in the core Internet Proto-
col (IP) network were initially
designed to maximize throughput
and scalability. Service functional-
ity is typically located in the termi-
nals (end-user domain) and servers
(application service providers) out-
side the network. However, today
more and more service functional-
ity is being introduced into the ac-
cess provider domain, in equipment
such as the Network Access Server.
In this paper we refer to this do-
main as “the edge of the network”.
Service elements located in the
edge have the advantage that they
can be closely coupled to network
functionality, and become aware of
the session parameters that deter-
mine the characteristics of the
communication channel. Also in
this case the intelligence in the
terminals is complementary to that
in the edge of the network.

A few examples illustrate this:
typically a terminal is not perma-
nently connected to the network, so
incoming communications (e.g. e-
mail) are often terminated on a
network server; the user is only no-
tified when he or she next connects
to the network. In other models
(e.g. instant messaging), the com-
munication extends directly to the
terminal. In this case, the terminal
is considered as the last hop in the
communication chain. Depending
on the application and the status of
the terminal (on- or off-line), the
communication is either termi-
nated in the network or in the
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terminal. Also, for outgoing com-
munications a terminal will typi-
cally connect first to an access node,
referred to as a Network Access
Server (NAS), in the access pro-
vider's Point of Presence (POP) to
start a networking session, before
contacting the actual server or ter-
minal to which a connection is re-
quired. These POPs are evolving
towards true service access plat-
forms, as more and more service
functionality is added in separate
servers (e.g. portals, directory serv-
ers, etc). In this context, the termi-
nal becomes an extension (the
client side) of the service platform
in the edge of the network.

New Requirements

The above examples indicate that
service intelligence on the terminal
should not be thought of as sepa-
rate applications, but rather as an
integral part of a distributed ser-
vice platform, which is largely
driven by functions in the network.
We refer to this terminal function-
ality as the “Soft Terminal”. The
concept is explained in more detail
in the next section, but let's first
have a look at the associated issues
and requirements.

Increased terminal capabilities
(processing power, memory, stor-
age, etc) have given network opera-
tors and service providers the
opportunity to remove some of the
load from their network equipment
and servers, and distribute it to the
terminals. However, this evolution
raises an important issue for the
network and service providers: in
most cases they do not control the
terminal. While in the old monop-
oly-driven telecom world the net-
work operators typically had full
control over the telephone sets that
were connected to their networks,
this is no longer the case. Although
the basic interactions between ter-
minal and network are still dic-
tated by standards, advanced
terminal capabilities are beyond
the control of the operator. The
situation is even worse in the con-

text of Internet services, as distri-
bution channels for PCs are
completely different from those for
online services on the net. Conse-
quently, service providers are now
faced with a distributed service
platform over which they do not
have full control.

Moreover, extending service
logic to the terminal is fine, but
does not always meet the end user’s
requirements. Although everybody
knows how to use a traditional
telephone set, more advanced sets
are already causing problems to
some users (e.g. how to program a
list of telephone numbers in mem-
ory). The installation of software on
PCs is even more of a problem,
even with installation wizards. On
the other hand, service providers do
not want to send installation per-
sonnel out to every customer just to
install a PC application, particu-
larly if this application has to be
frequently upgraded, adapted or
extended.

To solve this problem, various
software technologies have been
developed that allow the full lifecy-
cle of software components on the
terminal to be controlled remotely,
including installation and auto-
matic upgrading, dynamic plug-in
of additional components, etc.
However, these technologies typi-
cally rely on an initial set of soft-
ware components being already
available on the terminal. In other
words, there is a bootstrapping is-
sue, as this initial set of software
components has to be installed on
the terminal somehow.

Another issue is the fact that the
soft terminal will have to be “port-
able” in the broadest possible sense.
Indeed, while the soft terminal is
itself controlled by the service pro-
vider, the environment in which it
runs is not. In other words, the soft
terminal will have to adapt to the
capabilities of the terminal on
which it is installed (hardware, op-
erating system, available protocol
stacks, etc), as well as to the net-
work environment in which this
terminal is used; for example, a PC
with a modem connection to an
Internet Service Provider (ISP)

compared with a PC connected to a
Local Area Network (LAN) with
indirect connectivity to the Inter-
net.

The core logic of the soft termi-
nal should take care of the adapta-
tion to the underlying platform and
network environment, so that the
service provider perceives a uni-
form service platform on which new
service logic can be deployed, with-
out worrying about portability is-
sues. Note that given the rapid
evolution of service and network
technologies, new services may also
require upgrades and extensions to
the underlying communication pro-
tocols. Hence, the soft terminal
should not only allow dynamic in-
stallation of application compo-
nents, but also of protocol
components. The latter is a com-
plex problem as it involves replac-
ing communication logic while the
communication is active. It's like
pulling away the legs underneath a
chair, and replacing them with dif-
ferent ones while you remain
seated.

Last but not least, being part of
a distributed service platform, the
soft terminal should offer clear Ap-
plication Programming Interfaces
(API) to add new modules. Which
part of these APIs will be open to
third parties will depend on the
strategy of the service provider.

In summary, the issues and re-
guirements associated with extend-
ing service intelligence from the
network to the terminal, can be de-
scribed as follows:

®  Control by service provider:
How can the network operator
or service provider gain control
over the communication func-
tions on the terminal?

®  User-friendly and cost-effective
deployment: How can this be
achieved without confronting
the user with complex installa-
tion procedures, and while
minimizing deployment costs
for the service provider? In par-
ticular, how can the remote in-
stallation and management
mechanism be bootstrapped?
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Figure 1 — High-level functional architecture of the soft terminal

®  Portability: How can the soft
terminal adapt to the charac-
teristics of the terminal on
which it runs, as well as to its
network environment?
®  Flexibility: How can the soft
terminal be made future safe,
that is, how can it offer the
flexibility to plug in or upgrade
application components and
even communication protocols?
® Basic platform for new ser-
vices: How can the soft termi-
nal be positioned as a platform
for value-added services and
applications? How can open (or
closed) APIs be defined?
Soft Terminal Concept and
Functional Architecture

The soft terminal is essentially the
software equivalent of a network
terminal. It consists of a number of
software components, that:

e are controlled by the network
operator or service provider
(see “control by service pro-
vider” requirement);

® can be installed and managed
remotely by the service pro-
vider (see “user-friendly and
cost-effective deployment” re-
quirement);

® can adapt to the terminal
characteristics (see “portabil-
ity” requirement);

® can adapt to the network envi-
ronment (see “portability” re-
quirement);

® provide mechanisms to add
and replace components — both
application logic and protocol
stacks (see “flexibility” re-
quirement);

e offer well defined interfaces
based on which new service
components can be developed
and plugged-in.

Seen from the user point of view,
the soft terminal is the fundamen-
tal “middle-part” to turn applica-
tions into services. As mentioned
earlier, end users are generally not
interested in installing terminal
applications; they simply want to
use services. The soft terminal is
designed precisely to meet this
need by offering a way to turn a
network terminal into a service ter-
minal.

Figure 1 shows the high-level
functional architecture of the soft
terminal. The core components deal
with the installation and upgrading
of additional modules (software
component management). They are
also responsible for detecting the
soft terminal’s environment, includ-
ing the characteristics of the user
terminal and the network envi-
ronment. In other words, they are
responsible for hiding the details
and variety of terminals and local

network environments towards the
service and application level. From
these core components, two distinct
(but related) APIs offer a clear
framework for developing new com-
munication protocols and new
service and application logic.

Note that the flexibility towards
different network protocols is an
extremely complex technical prob-
lem: dynamically selecting, install-
ing and upgrading communication
protocols, while maintaining a net-
work connection, requires leading
edge telecom and software tech-
nologies. Although from the soft-
ware viewpoint, these protocol
components may look similar to
any other software components,
their telecom-specific characteris-
tics impose additional require-
ments on the software architecture
and technologies used. Typical is-
sues that have to be taken into ac-
count are:

® Interaction between different
layers in a protocol stack: how
to dynamically compose proto-
col stacks from individual pro-
tocol components.

®*  Negotiation with the peer en-
tity: selecting a protocol or pro-
tocol stack must take into
account the capabilities and
protocol stacks available at the
peer.

® Dynamic replacement and
modification of protocol stacks
while the communication ses-
sion remains active.

Last but not least, the soft terminal
has to be considered as an integral
part of a larger distributed service
platform. Hence it cannot live with-
out the associated intelligence in
the network. This is shown in Fig-
ure 2. As it is a form of communica-
tions logic on the terminal, the soft
terminal will naturally be involved
in service scenarios and communi-
cation protocols with the network.
It will also participate in negotia-
tion mechanisms on how the com-
munication functions are to be
distributed between the network
and terminal. At the network side,
the repository of application and
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Figure 2 — The soft terminal in its environment

protocol components is the source
from which all soft terminal logic
can be downloaded. In addition,
network elements, such as a Net-
work Access Server, will typically
provide the necessary triggers to
decide when protocol or application
components have to be installed or
upgraded, and will also play a cru-
cial role in the initial installation of
the soft terminal’s core components.

Enabling Technologies

Java defines an attractive envi-
ronment for building portable and
distributed networked applications.
It offers portability by defining an
abstract Java Virtual Machine
(JVM), which is then mapped on
top of existing real architectures. In
this way, applications can be writ-
ten in a platform-independent way
(targeting the virtual machine),
while platform-dependent imple-
mentations of the virtual machine
take care of the portability issues.
As a result, the choice of Java as
the basic environment for the soft
terminal solves most of the port-
ability problems. Nevertheless, it
should be noted that some specific
functions of the soft terminal, such

as the dynamic management of
network protocol components, are
typically not covered by the JVM.
For these aspects, the portability
issue has to be tackled explicitly by
intelligence in the soft terminal it-
self.

Given the choice of Java tech-
nology, we have introduced the
Java Dynamic Management Kit
(JDMK) and Java Management
Extensions (JMX) technology as the
basic building blocks for remote
management of the software com-
ponents of the soft terminal. By in-
troducing JDMK/IJMX in the soft
terminal, it becomes possible to
monitor and control its components
from a network management plat-
form (typically in the service pro-
vider domain).

In addition, other Java-based
technologies can be introduced to
enhance specific features, such as
the Java Embedded Server (JES)
and Java Server Pages (JSP). How-
ever, an exhaustive overview of all
the enabling technologies is beyond
the scope of this article.

Triggers to activate
upload of new
components

First Prototype

Starting from the concept and re-
quirements of the soft terminal,
and building on current state-of
the-art software technologies, a
first prototype of the soft terminal
has been developed by the Alcatel
Corporate Research Center. While
the concept is applicable to various
domains of the telecom world, this
prototype concentrates on function-
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Figure 3 - Software
architecture of the soft
terminal
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ality used in the context of remote
access services, such as access to
the Internet and to corporate intra-
nets. The following paragraphs
highlight a number of specific func-
tions and mechanisms that are
closely related to the requirements
discussed previously.

Software Architecture

Earlier we discussed a high-level
functional architecture for the soft
terminal, focusing on its role in
telecom services. From a purely
software perspective, the soft ter-
minal is mainly a component man-
ager, controlling dynamic
components both at the application
level and at the level of the under-
lying communication protocols. The
core components basically define a
component manger that will take
care of the insertion of new compo-
nents, versioning and updating of
components, as well as managing
the relationships between different
components. From this perspective,
the component manager will not
care whether a given component
represents an application or some
network layer protocol. It is only
aware of relationships between
components, such as application X
should run on a protocol stack de-
fined by components Y and Z. This
is represented in Figure 3.

Solving the Installation
Bootstrapping Issue

While technologies such as JDMK
and JMX offer interesting features
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for dynamic installation, upgrading
and management of new compo-
nents, they rely on a set of core
components which must be avail-
able on the terminal from the start.
Thus, they do not offer a solution
for the bootstrapping issue.

To understand the solution im-
plemented in the prototype, con-
sider the network context as
presented in Figure4. The user
terminal (e.g. a PC) is connected via
the access network — modem con-
nected to Public Switched Tele-
phone Network (PSTN),
Asymmetric Digital Subscriber
Line (ADSL) access network, etc —
to the access provider's POP. The
POP is the first point in the public
network where the IP layer is ter-
minated, and where value-added
services can be offered. It consists
typically of a NAS combined with a
number of servers, for authentica-
tion/authorization, portal-site ser-
vices and applications, etc. One of
these servers will be responsible for
remote management of the soft
terminal applications on user ter-
minals, and will contain a reposi-
tory of new service components that
can be downloaded dynamically
when the user subscribes to or ac-
cesses new services. Note that Fig-
ure 4 should be seen as a logical
representation; the distribution of
the different POP functions over
multiple servers is not relevant
here.

The first time the user connects
to the POP, he or she can do so re-
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Figure 4 — Network context for the bootstrapping problem

lying on existing PC software (e.g. a
classical dial-up application and
web browser), and on the service
scenarios and protocols used by
most access providers. Typically the
service scenario will connect the
user to a portal site in the access
provider's domain, where he or she
can register as a new user. When
the server detects that the user has
not yet installed a soft terminal
(e.g. using a cookie stored on the
terminal), the user is guided to the
server responsible for soft terminal
installation. After obtaining the
user's permission, the core compo-
nents of the soft terminal are then
automatically installed on the PC.
The prototype uses an explicit in-
stallation wizard, but the mecha-
nism can probably be improved by
applying recently introduced fea-
tures of Java applets. Once the soft
terminal is installed on the user
terminal, it will be the preferred
way to connect to the network and
to access the various services. In
other words, from that moment on,
the soft terminal becomes an essen-
tial component of a distributed ser-
vice platform, with service logic
both at the terminal and at the net-
work side.

Framework for Developing
Different Types of Components
From a telecom point of view, the
soft terminal functions as a plug-in
point for both service logic compo-
nents and protocol stacks. From a
software viewpoint, a different
component classification can be
made.

On the one hand, one needs com-
ponents that can be plugged in and
wait for an external trigger. An
example is a Virtual Private Net-
work (VPN) login service. When
activated, it offers a means of que-
rying the user's VPN name, login
name and password (e.g. through a
pop-up dialog box) and then uses
this information to set up a session
and call and perform authentica-
tion using other plugged in compo-
nents, such as a Remote Access
Service (RAS) protocol stack and a
security service.
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On the other hand, one also
needs components that can be
plugged in and immediately acti-
vated. A messaging service compo-
nent, for example, installs itself
and automatically starts listening
on a certain Transmission Control
Protocol (TCP) or User Datagram
Protocol (UDP) port for incoming
messages. It is clear that this com-
ponent must run separately from
other installed (and running) com-
ponents. In software terms, this
requires that the component should
be instantiated within it's own
thread and start running.

The soft terminal offers a
framework for the rapid develop-
ment and deployment of both these
types of component. In practice,
this means that the soft terminal
offers Java classes and Java inter-
faces which can be used as a basis
(through classical Java mecha-
nisms of class inheritance or inter-
faces) to develop new protocol
components (i.e. those that are ac-
tivated immediately after installa-
tion), and service logic components
(i.e. those that wait for external
triggers). These base classes and
interfaces take care of all the com-
mon logic, enabling the developer to
concentrate on the specific func-
tions of the component itself, rather
than on its interactions with other
soft terminal components.

Network Side Functionality

The JMX framework enables a
manager (e.g. service provider) to
manage the components in the soft
terminal and be notified about
events at the terminal side. If a
HyperText  Transfer Protocol
(HTTP) adapter is installed at the
terminal side, the service provider
can manage the soft terminal using
a simple browser. For automated
management, a Remote Method
Invocation (RMI) adapter can allow
the provider to achieve full control
over the soft terminal from inside
Java. In our prototype, a simplified
interface is provided which makes
it possible to install a new service
onto the soft terminal and to fire
remote methods on installed com-
ponents.
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Figure 5 — Different "calls" in a single service

Consider the following scenario
as an example. A user wants to set
up a service session with another
user who does not have the neces-
sary service components installed
on his or her terminal. This is de-
tected from inside the network, and
a request can be pushed to the
user, asking if the user is interested
in setting up this service session
with the inviting user. The user in-
vitation is set up by calling the “in-
vite” method on an already
installed Invite Service. If the
called user agrees, a server side
element communicates with the
soft terminal and instructs it to in-
stall the required services.

Normally, however, the user will
trigger the service subscription. We
have integrated the prototype of the
soft terminal within a broader ser-
vice platform demonstrator. In this
demonstrator, the provider main-
tains a list of services to which a
user can subscribe and a list of sub-
scribed services. Using Java serv-
lets and JSP technology, the user
can subscribe to new services using
a plain web-based interface. The
servlets than communicate with
the soft terminal and instruct it to
install the new components.

Visions for the Future

The concept of the soft terminal
was born in the RAS domain, more
particularly from the specific issues
related to client-side applications
for a broadband RAS (different
variants of the protocol stack, de-
ployment costs for the access pro-
vider, etc). However, it is a

powerful concept that can undoubt-
edly be of great value in a much
wider context.

Consider the following example
of a Voice over IP (VolP) call. There
are PC applications that allow VolP
calls to be made to any telephone in
the world. When one clicks the ap-
plication to dial a number, the ap-
plication dials in to the local ISP
node. This results in a telephone
call and a Point-to-Point Protocol
(PPP) session. The application then
connects over the Internet to the
VolIP telephony provider, and sets
up an H.323 (or Session Initiation
Protocol) session. From there the
“call” is transported over the Inter-
net to the node nearest to the des-
tination phone. Finally, the call is
completed over the telephone net-
work (another telephone call). At
least four sessions are involved in
this scenario, as illustrated in Fig-
ure 5. However, one can consider
this to be only a single service:
making a point-to-point voice call.

The different sessions involved
in this scenario are terminated at
different points in the network, but
they all meet in the terminal. Con-
sequently, an access provider or
service provider, who typically con-
trols either the modem (terminat-
ing the phone call), or the network
access server (terminating the PPP
session), or one of the other net-
work elements involved, can only
have a partial view of the user’s
session context. To obtain the com-
plete picture, a provider needs a
way of monitoring what is happen-
ing at the terminal side. The soft
terminal concept provides a solu-
tion to this issue. Once installed on
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the user terminal, it becomes the
endpoint of all communications
with the network, and can be used
to trigger various advanced fea-
tures in a similar way to current
intelligent networks based on trig-
gers from the call model in the local
exchange.

The idea can be taken further:
by controlling the terminal com-
munication logic, the provider
achieves complete control over the
basic call model on which it can
build value-added services. In other
words, the provider is relieved of
the restrictions of traditional call
models, such as the one used for
telephony. Thus the soft terminal
opens huge perspectives for con-
cepts such as intelligent networks,
which today rely on the call model
available in the Service Switching
Point (SSP); the soft terminal be-
comes part of a distributed Service
Switching Function (SSF).

Conclusions

The soft terminal is a promising
and powerful concept that can meet
the varied requirements associated
with the ever more rapidly evolving
world of telecom networks and ser-
vices. Multiple technologies are
emerging that will enable this con-
cept to be realized in the near fu-
ture. A first prototype developed in
the Alcatel Corporate Research
Center has demonstrated the feasi-
bility of the basic concept and fea-
tures, but further research is
required to investigate how new
technologies can be applied to ex-
tend the concept to different do-
mains in the  world of
telecommunications.
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